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Enterprise Risk Management

|
What is Enterprise Risk Management?

Enterprise Risk Management is a process, effected by an entity’s
board of directors, management and other personnel, applied in
strategy setting and across the organisation, designed to identify
potential events that may affect the entity, and manage risk to be
within its risk appetite, to provide reasonable assurance regarding
the achievement of entity objectives.

Committee of Sponsoring Organisations (September 2004)

For a risk management framework to add value, it must:
% reduce risks
% increase potential opportunities

% reduce overall uncertainty

to levels that match the Board and management’s appetite for risk.
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Enterprise Risk Management

| . .
COSO enterprise risk management

Enterprise risk management consists of

eight interrelated components:

PwC
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2.
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. Event Identification

. Risk Assessment - <

. Control Activities

Internal Environment 4

Objective Setting

Risk Response

Information and Communication

. Monitoring
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Enterprise Risk Management

Risk management—Principles and guidelines
AS/NZS ISO 31000:2009

Risk Management refers to the architecture (principles, framework
and process) for managing risks effectively

Communicate and Consult

Establish Identlfy Analyse Evaluate Treat
Context Risks Risks Risks NES

Monitor and Review

Risk Management Process is the systematic application of management policies,
procedures and practices to the tasks of communicating, establishing the context,

identifying, analysing, evaluating, treating, monitoring, and reviewing risk”

April 2011
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Enterprise Risk Management

| ° [ ]
Risk Management process involves 6 steps

> 4

1. Set
Objective
6. Monitor

Implement policies,
procedures, controls
etc to control the risk

3.
Assess
Risk

Determine actions to reduce
the risk to an appropriate
level. (Avoid, Transfer,

Reduce, Accept) April 2011
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Enterprise Risk Management

| Business Risk Model

Strategic Financial Operational

Sample Risk Categories

April 2011
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Enterprise Risk Management

Risk M ap

Moderate

Likelihood

PwC

i

Inadequate customer retention
strategies

Increased service capability of
competitors

Failure to implement system
improvements

Inaccurate billing & reporting to
customers

Unplanned Procurement / shipping
delays

Selection of suppliers does not result in
cost effective and fimely solutions

usiness Disruption/Natural D@

Failure to retain key staff

Fluctuate foreign exchange rate
Unrest in the south of Thailand
Government instability

Changes in internal structure

April 2011
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Enterprise Risk Management

|
Risk Response

Definition

Examples

Should be considered
when the mitigation
attempt costs more than
its potential benefit
Regular monitoring is
recommended as
management may
consider deploying the
other strategies as
situation changes

Monitoring risk and
changes in the business
environment

Reduce

Implementation of
business strategies or
installation of control
activities aiming at
reducing the likelihood
and/or impact of risk

Policies and procedures
Investment in information
system / software /
equipment

Transfer

Seek impact shield from
a third party, totally or
partly, at the cost of risk
premium

Share risks, at the
expense of rewards, with
a third party

Insurance
Hedging
Joint-venture
Conftract provision

Avoidance

Avoid the risk exposure
by ceasing the activities
or businesses causing
such risk

Should be considered, if
the potential impacts
(affer all mitigation
attempted) remain
unacceptable

Cease and divestment
of business operation
Revision of the initial
business objectives or
strategic plans

e Busin edesign
oCEusiness Continuity PIED

« There is no “Fit-for-all” risk response strategy.

- Considering the approach suggested above, management may integrate several
risk response strategies suggested (reduce, accept, avoid, and transfer) to
effectively mitigate risks. April 2011
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Enterprise Risk Management

IBCM Action Plan
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BCM : Japan Tsunami

| .
Japan Tsunami Sequence of Events

11 March 2011
14:46 Earthquake of magnitude 9.0 struck Easter Coast of Japan

15:12 Tsunami hit Japan East Coast
15:30 Japan Shuts down 5 nuclear reactors
16:00 Tsunami warnings across Pacific cost

16:00 Fears of Nuclear Radiation

April 2011
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BCM : Japan Tsunami
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2.46pm local time
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BCM : Japan Tsima Time (UTC) Region Type Details
22 Mar 2011 07:38 Off East Coast of Honshu, Japan Information Bulletin html, text
2 17 Mar 2011 02:56 Vanuatu Islands Infarmation Bulletin html, texd
3 (12 Mar 2011 06:36 Mear East Coast of Honshu, Japan  Fixed Regional Warning html, text
Cancellation
3 (12 Mar 2011 05:40 Mear East Coast of Honshu, Japan  aWidespread Warning is in Effect  html, text
3 (12 Mar 2011 04:36 Mear East Coast of Honshu, Japan  aWidespread Warning is in Effect  html, text
3 (12 Mar 2011 03:38 Mear East Coast of Honshu, Japan  a Widespread Warning is in Effect  himl, texdt
3 (12 Mar 2011 02:32 Mear East Coast of Honshu, Japan  aWidespread Warning is in Effect  html, text
3 (12 Mar 2011 01:32 Mear East Coast of Honshu, Japan  aWidespread Warning is in Effect  html, text
3 (12 Mar 2011 00:40 Mear East Coast of Honshu, Japan  a Widespread Warning is in Effect  htiml, text
3 (11 Mar 2011 23:37 Mear East Coast of Honshu, Japan  aWidespread Warning is in Effect  html, text
3 11 Mar 2011 22:38 Mear East Coast of Honshu, Japan  a Widespread Warning is in Effect  himl, tex
3 (11 Mar 2011 21:38 Mear East Coast of Honshu, Japan  aWidespread Warning is in Effect  html, text
3 (11 Mar 2011 20:37  Mear East Coast of Honshu, Japan  aWidespread Warning is in Effect  html, text
3 (11 Mar 2011 19:38 Mear East Coast of Honshu, Japan  a Widespread Warning is in Effect  himl, texd
3 (11 Mar 2011 18:54 ®Mear East Coast of Honshu, Japan  aWidespread Warning is in Effect  html, text
3 (11 Mar 2011 18:32 Mear East Coast of Honshu, Japan  aWidespread Warning is in Effect  html, text
3 (11 Mar 2011 17:32 Mear East Coast of Honshu, Japan  a Widespread Warning is in Effect  htiml, text
3 (11 Mar 2011 16:38 Mear East Coast of Honshu, Japan  aWidespread Warning is in Effect  html, text
3 11 Mar 2011 15:32 Mear East Coast of Honshu, Japan  a Widespread Warning is in Effect  himl, e
3 (11 Mar 2011 14:32 Mear East Coast of Honshu, Japan  aWidespread Warning is in Effect  html, text
3 (11 Mar 2011 13:32 Mear East Coast of Honshu, Japan  aWidespread Warning is in Effect  html, text
3 (11 Mar 2011 12:30 Mear East Coast of Honshu, Japan  a Widespread Warning is in Effect  himl, text
3 (11 Mar 2011 11:32 Mear East Coast of Honshu, Japan  aWidespread Warning is in Effect  html, text
3 (11 Mar 2011 10:30 Mear East Coast of Honshu, Japan  aWidespread Warning is in Effect  html, text
3 (11 Mar 2011 09:30 Mear East Coast of Honshu, Japan  a Widespread Warning is in Effect  htiml, text
3 (11 Mar 2011 08:30 Mear East Coast of Honshu, Japan  aWidespread Warning is in Effect  html, text
3 11 Mar 2011 07:30 Mear East Coast of Honshu, Japan  a Widespread Warning is in Effect  himl, text
3 (11 Mar 2011 06:43 Mear East Coast of Honshu, Japan  Expanding Regional Warning html, text
Sunnlement
A [171 Mar 2011 05:585 Mear East Coast of Hanshu, Japan  Expanding Regional Warning html, text
g |09 Mar 2011 27133 FewW BInam megiom s, OIS T LT e htmil, text  |April 2011
6 |09 Mar 2011 03:57 Off East Coast of Honshu, Japan Infarmation Bulletin Supplement html, texd 14
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BCM : Japan Tsunami
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BCM : Thailand

Sample Tools in Thailand
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BCM : Thailand
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BCM : Thailand

|
Thailand risk-prone areas
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Business Continuity Management

| . . . e
What is Business Continuity Management?

“Holistic management process
that identifies potential threats to

an organization and the impacts to
business operations that those threats, if
realised, might cause, and which
provides a framework for building
organizational resilience with the
capability for an effective response
that safeguards the interests of its key
stakeholders, reputation, brand
and value-creating activities.”

British Standards Institute — BS25999-1:2006

Business Continuity Management Insight

April 2011
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Business Continuity Management

|
BCM causes and effect

Events / Threats

Disease System Failure

e Catastrophes

SARS, Pandemic flu, New Orleans, Floods,
BSE S T Earthquakes

Fraud

IT failure, Safety

systems (Hatfield) Enron, Leeson

v v
Business impacts Pressure for BCM

Loss of staff

Infrastructure disruption

Loss of assets

Loss of reputation

Loss of supply

Loss of revenue
Loss of competitive position

PwC 23




Business Continuity Management

'BCM Planning Approach

Potential Threats

Loss of critical IT system
Telecommunications failure
Power outage
Theft/burglary
Fire/explosion

Severe storms/tornados
HVAC failure

No/limited staff

Vandalism

Bombing/War

Water main break/Flooding
Major supplier disruption

Transportation disruption

rwdnfluenza

All-Hazards Approach

Use “All-Hazards” approach maps threats to 5
encompassing scenarios:

« Scenario 1 - Loss of facilities/infrastructure
« Scenario 2 — Loss of applications
« Scenario 3 — Loss of critical people

« Scenario 4 — Loss of supply chain /
distribution

e Scenario 5 — Loss of critical business
partners

April 2011
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Business Continuity Management

| . . e
Business Continuity Management Concept

April 2011
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Business Continuity Management

|
Business Continuity Management: BS25999
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What’s the difference betwveen ERM and BCM ?

|
What are Driving Factors of ERM and BCM

Driving Factors

Source : The Intersection of BCM and ERM by Julia Barnes on 5/19/2006

April 2011
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What’s the difference between ERM and BCM ?

What’s the ERM BCM
difference between e o 1 " Partial : mostly cover first-
ERM and BCM ? t - Lover 4 Lategornes l three Categories
v : The basic stage v": The basic stage
v": Corporate and BU Partial : focus on recovery and
objectives tolerance objectives

Partial : focus on business

v": Cover Corporate and
BU Event
v' : Determine on impact

and likelihood

v" : Consider on 4 risk
response categories

disruption event

Partial : focus on impact

v : Consider on 4 categories of
disruption event

v’ : Reliable information and
effective communication

v" : Reliable information and
effective communication

v' : Ongoing monitoring v : Test, review and revise the

activities

BCM plan periodically

April 2011
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