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GRC IN COBITS & SINGLE UMBRELLA MANAGEMENT & AUDIT

RBIA — Integrated Audit
(@)

G R C Integrated in Summary

e Corporate
Govemnance

« [T Governnance

« Information
Security
Governance

Source : ISACA. All rights reserved.

* Enterprise Risk
Management

» IT Risks

s Information
Security Risks

C

Laws and
Regulations

Standards,
Rules

v Standards,

Policies,
Procedures
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IT Governance & GRC + Risk Convergence Framework

Rules & Regulations by Regulators

Rules & Regulations by Regulators & International Standard

drulszneuves Enterprise Risk Management (ERM)

1. amnadenmeliesnns (Internal Environment)
€——| Risk Management Philosophy — Risk Culture — Board of director — Integrity and Ethical Values — Committee to Competence — Management’s Philosophy
and Operation Style — Risk Appetite — Organization — Assignment of Authority and responsibility — Human Resource Policy
v
< » 2. mismruaihvang (Objective Setting)
COSO Strategic Objective — Related Objectives — Selected Objectives — Risk Appetite — Risk Tolerance
v
3. ﬂ1i§$y!ﬁ\‘{|‘ﬂ‘liiﬁ (Event Identification)
S_O_F_C ‘_’ Events — Factors Influencing Strategy and Objectives — Methodologies and Techniques — Event Interdependencies — Event Categories —
- Risk and Opportunities

¥
4. msUsziivmNudea (Risk Assessment)

Inherent and Residual Risk — Likelihood and Impact — Methodologies and Techniques - Correlation
>
< > 5. MISADUAUDIN T (Risk Response)
Identify Risk Response — Evaluate Possible Risk Responses — Select Risk Responses — Portfolio View

2
1 N 6. ﬁmn‘ssuﬂauqu (Control Activities)

(S921N083Y L[ YO 2 A30[0Uyda], $89001J — 3[d0d{)
D-1-0-S 29 PI833.103S ueeq uo sA3Ien§ sunpueeg

Integration with risk response — Types of Control Activities — General Controls — Application Controls — Entity Specific

v
¢ > 7. §$1J1Jﬁ1iﬁu!ﬂﬁ!!a$ﬂ‘liaﬂﬁ®a’®ﬁ1i (Information and Communication) \ /

Information — ic and In d Sy - Communication

'3
K / I ; 8. misAamuuazilsziiiuna (Monitoring)

Separate Evaluation — Ongoing Evaluation




COBIT — Control Objectives for Information & Related
Technology and Other IT Risk / Management

Organisations will consider and use a variety of I'T models, standards and best
practices. These must be understood in order to consider how they can be used
together, with COBIT acting as the consolidator (‘umbrella’).

JE

ITIL
ISO 20000

WHAT HOW

SCOPE OF COVERAGE

Source: ITGI
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GRC : Value Creation & Lesson Learned

UNLFEAY ANN1S Vﬁ?m 340,000.00 ATUUIN 96U 1T Risk

YAIEUNANS LEBLALA LALURTIA [Soc Gen)/ HSaLAR/ Jan.08

SOCIETE
GENERALE

People-Process-
Technology

COSO/ERM
&

ITG+ISO

O TN

*I'ﬂ’J']N:‘é ﬂmm**il’w"l'«ﬂunszmums/ TUADU FEULIU NTATIAFDLIUAE
O

nsAILANANE LY + TRIUNE Kerviel H1LFWNS WAT AMENSTNNITAN 9
O

FANNUNLNIY TUUA ULELNY NALNE NTETUIUNITYINNUH ANUNIFUN

27/08/51 40

14



U A v U A Y A
FUANNED1UAUDY Board 919 Governance HAZAIIUITIUNABDIUDIA K

luises Management

A3
E-D-M —> Evaluate - Direct - Monitors
dulalunisnivuansaunig B , B e dulalunngld . L
. - . L dulalunisdenay || dulaluaoui@esn . e dulaluaonuitselasa
ANHLINUNNIINALAUA uAL _ ninenns A o v o
. ualaz el WZaN B fdauliide
n1311395N 17 UszTamigegn
o o o (v ﬂ a Y o
AAINUUI IAMUNY HazdINITUU / APO INIAIAATN IR Lias
A = A 2 ) o o A a
VIMTIAMINTOUNT VIS VIMTIAMS UINS UIMITIAMS UIMITIAMS .. Usziiv / MEA
o o . . UIMITIAMS
AUUUNIUMS AN aontlaenssy IAMS AYUYDIYA wwlsznaua .
- v u , . . Y NINGINTYAAA / \
vimsaumuleft nagns 09ANT UIANI T Tasams Aunu - o
(S L Lﬂ'l@]ﬂ@'lll AANA LS
s R Ve Yara Ya s Yo A lom e
- . VIMTIAMS VIMTIAMS UINS - UIMITIAMS Usziiulszansam
VIMTIAMS Y g oy . UIMTIAMS . ”
Y e . ToANaINs H18130H IAMS y ANNAUAY HazANUARARaDd 11
ANUTUNUS e P ANULTBA Jaoad
AUTMS AUTMS AN aANY o &
\_ \_ " VAN JAQ ) NITAUUUNITU /
] % Y] o Ullny
VAAIN AH HATU ¥ / BAI / \
/ﬁmj{i’ﬂmg\ /ﬁmj{i’ﬂmg\ /mmiﬁlﬂ;lﬁw N (vimssams UIMIIANST 13113 UIHITIANITNT
1 o Y o ::?:E?u;g anundonly Lwd'ﬂcl‘lfgi}mi o ﬂﬂu%‘umi Lﬂ'laﬂ@nll YANA 1AL
AIINIAS yonIrua 23 NuazIA nlasuuilag AN nlasunilasuag -
» undyruyy PR 4 — Usemuszuums
¥ 139N ANUABINT 58 2 ANNEse | | esAnsdugnsea | | dsuuilas msdsunlaeu 2 ¢
7 j \_ LUALE I j
P N S — auguMe Ty
- . - . VIMTIAMS
VIMTIAMS VIMTIAMS
) L paf3znoUVY \_ /
A3 qunsng
FTUL
L J J J N\
thaaay Jana uay
ganev 1HuSms uazativauy / DSS - 2 o
v 3 Uszumslgianiu
- . UINI5IAMS - - . UINI5IAMS UIHISIAMTANT VORI UADIN VUG
UIMIIAMS Y - UIMITAMS | | UIHISIAMS -,
A MIoUDUIMIIAL . 4 VIMIAUANN | | AILAUATZVIUMS AU
mafiiams a2 il AUADLIUDY . . -
MAMIUNNATY Nunwaeane NNFIND K j

1o

Source : ISACA. All rights reserved. www.itgthailand.com



. .‘) . °
People How Does the business work? Things Enterprise Governance
Sales Process Resource Supply AR/AP Cost & Information Secur ity
Market Work Flow || Transform Inventory Collect Shrinkage Architecture
. Whistleblowing
Brand Results Value Transport Write Off Collapse & Irregularity
= O
Oversight U Business RFSk Management f Executive Security Management
Capabilities Weshintel Hu'map Brand, Value, - Organizational
Laws & Internet Structural / Organizational Time, Costs Governance
Owners — Architecture \
Threats Vulnerabilities Consequences ' P ]
Board \ T / Life cycles Perspectives &
Audi Accept / Transfer / Avoid / : Business
uditors Mitigate Business Processes
Actuat S
CEO H | Risk and Surety Level and Matching ] ( e ctuare cnse
- » Management
Control Architecture Technical Security Architecture H»  Policy
o &D Testing Process Protection Processes Syl > Standards
Testing Deter Protective Mechanisms — Procedures
CoViral Data _
Production Prevent Perception : - obscurity - profile Behavior : Documentation
Functional units ]ﬁetec: - appearance - deception = c'hange IWI Auditing
Less sure § Input A Output cac Structure : - M/D-A/C - POsets i tu.?e f Time Testing
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Contrpl ] __| Audit Data State -FTC P - cechnology
1 > | | Content : - transforms - filters - I/A-DRS urpose 15 Personnel
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Source/Change Objectives Intolerance Identify Access - » Knowledge
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GRC in COBITS & Risk IT — it Impacts on Business

DEFINING A RISK UNIVERSE AND SCOPING RISK MANAGEMENT

IT Risk in the Risk Hierarchy and Risk Universe — COBIT5 / GEIT

Enterprise Risk

Environmental Operational Gumpllinnu‘
Risk Risk Risk

IT.related Hish . - Where are we in practice?

IT Programme and ‘
Project Delivery Risk Service Delivery Risk

IT Risk and COSO-ERM .

Source : ISACA




GEIT & Risk Function Perspective

COBIT 5 for Risk
identifies all COBIT 5
processes that are
required to support the
risk function:
Key supporting
processes— dark pink
Other supporting
processes — light pink
Core risk processes,
shown in light blue are
also highlighted—these
processes support the risk
management perspective:
EDMO3 Ensure risk
optimisation.
APO12 Manage risk.

Source : ISACA. All rights reserved

Processes for Governance of Enterprise IT
Evaluate, Direct and Monitor

npa B
BT
Tramswort, Sating
B b s

Allgn, Man and Organise

APITH. o AP0 Warage
| T Mg nanl r-
mnrn\:gk J Shrvlagy

MR W,
Evala i syl Az
Poriarmanaa ad

WP Maraga I AP Marsge
Deaity R

Build, Acquire and Implement

Change Changes Acceptance and MEAD2 Monitor,
i and Build L) Enablement Transitioning Evaluate and Assess
S

\ S . / the System of Internal
Control

Y4
BAIO8 Manapge BAI09 Manage BAI0 Manage
Knowledge Assets Configuration
. V' v

Deliver, Service and Support

MEAD3 Monitor,
DsSS01 Manage Sl DSS03 Manage DSS04 Manage DSS05 Manage [:SS06 Manage E‘gmm‘: m“ﬁn‘:‘”
Operations Service Requests Problems Continuf Security Business pliance
" and Incidents IS Services Process Controls External Requirements

. vy

Projects

N ™
BAI03 Manage BAIO5 Manage BAIO7 Manage
BAIO1 Manage BAI02 Manage BAID4 Manage
L Programmes and J Recjuirements \dgrﬂll#lcuartllson Avallability Organisational BRIO6 Manage Change

Processes for Management of Enterprise IT

18




GEIT & Risk Perspectives

ﬁ
COBIT 5 for Risk
4 ™

Risk Function Risk Management apping

. . Scenarios to .
TP COBIT 5 Enabing

Processes
Services, People, Skills
Information Infrastructure and
and Applications/\, Competencies

by S

ITIL. ISDAEC) [ 1SO/IEC
20000 27001/2

Source : ISACA. All rights reserved 19



Business & IT Alignment for Better Governance and Integrated Mgmt.

Value driver & CONFORMANCE
Basel 11, Sarbanes-
Oxley Act, contracts ete.

. B PERFORMANCE:
Risk driver &
Drivers 'Zn{'rvji Business Goals

Enterprise Governance

IT Governance

_ 150 ISO/IEC 1SO/IEC
Best Practice Standards 9001:2000 17799, 27002 20000, ITIL
55 2599
; v z

Security Service Dellvery
Principles procedures

Processes and Procedures

BCM & BCP procadure DRP & ICT CM procedure

Is Sirept T



COBIT 5/ GEIT — Governance of Enterprise IT Principles

1. Meeting
Stakeholder
Needs

5. Separating 2. Coverin
_ g the
Governance Enterprise

From
ENERENE ' Pl
COBIT 5
Principles

4. Enabling a 3. Applying a

Single
Hollstic

Integrated
Approach Framework

Source: COBIT® 5, figure 2. © 2012 ISACA® All rights reserved.



AR 15@611?)3 COBIT 5/ GEIT - Governance Enterprise I'T

COBIT 5 foozls viTluesnnsdesly COBIT 5

Stakeholder
Needs

Stakeholder Drivers
{Environment, Technology Evolution, ...)

Benefis
Realisation

Stakeholder Needs
Hisk
Optimisation

_Resource
Uptimisation

Benefits Risk
Realisation Optimisation

Resource
Optimisation

Source : ISACA. All rights reserved.

Enterprise Goals |

Enabler Goals



A Business Framework for
the Governance and Management of Enterprise IT

Key Roles, Activities and Relationships

[ Roles, Actites and Relationships A

Source : ISACA. All rights reserved.




Business and Technology Architecture -> IT Risk to-be Concerned

1. Mesting. Governance -> Value Creation
feeds Benefits Risk Resource
Realization Optimization Optimization
5. Separating 2. Covering the <]
G
wg;r?lmt fnterprise. Does not focus only on the
Managemen oaTI ' IT Function

Principles

E> Deep Insights
4._Enabling a 3.Applying a nterprise
Lt Intsmrgi:fed and IT
Approach Framework
Related
Goals

Big Data

Anytime
Anywhere

Effective governance and management

framework based on a holistic set of seven

enablers that optimises information and

All Digital

technology investment and use for the benefit

Business and I'T Alignment

Vision — Mission — Policy — Strategy — Leadership

of stakeholders. VVVVVVY VY
3. Organisational 4. Culture, Ethics Core
2. Processes Structures and Behaviour Interaction Analysis
N 1‘ Vi <] Platform
[ 1. Principles, Policies and Frameworks j
Infrastructure
- 6. Services, 7. People,
5. Information Infrastructure Skills and
and Applications Competencies .
— Integrated Management — Assurance - Capability

"~
Source : ISACA. All rights reserved. Source : www.itgthailand.com




Source : GTAG

COSO ERM Model for Risk Management and Change Management - Stakeholders

MONITORING
INFORMATION AND COMMUNICATION
CONTROL ACTIVITIES

Monitoring
¢ Monthly performance metrics and change
analysis provided to the CIO.

e Audits of change management process conducted

by internal auditing.

e Annual control self-assessment (CSA) conducted

by business units and the I'T department.
* Periodic reports from the change management
board provided to senior management.

Information and Communication

* Periodic messages from senior management that

change control is important.

s Service desk issues communicared for resolution

and trend analysis.

¢ Changes in policy communicated to all affected

personnel.
* Regular communication of upcoming changes.

Control Activities

Common process in place and documented.
Effective change control committee structure.
Change control log used.

Segregation of duties between developers and
technical staff maintained.

Automated controls to enforce process of
promoting changes into production.
Automated process to return production
environment to pre-change state.

Approved configurations documented.

Clear delegation of authority documented.
Approvals for changes documented.
Automated system and data backups and ability
to restore from approved environment.

25



Source : GTAG

COSO ERM Model for Risk Management and Change Management - Stakeholders

MONITORING
INFORMATION AND COMMUNICATION
CONTROL ACTIVITIES

Risk Assessment

e Firm’s strategic and process-level risk assessments
consider risks associated with out-of-process
(unintended or unauthorized) changes.

® Risks due to change well understood by
IT personnel.

® Thorough risk assessment of all proposed changes

performed.

Business continuity planning in place.

Internal audit assessment performed.

Business insurance needs assessment performed.

Risk factors assessed to determine classification

of the change and level of testing and approval.

Objective Setting and Event Identification

* Management establishes business objectives
and strategies.

* Management establishes objectives for change
management; identifies what events could
prevent successful achievement of business
objectives and adherence to change process.

Internal Environment

Senior management demonstrates that change
management is important.

Presence of an effective culture of change
management.

No tolerance for out-of-process changes; waiver
process in place.

Documentation exists (policies, procedures, process
for managing changes in applications, databases,
operating systems, and all other IT assets).

Process training for all affected personnel
provided.

Defined roles and responsibilities enforced.
Service level aggreements (SLAs) and contracts
with vendors in place that define process and
performance standards.

Company-level standards and guidelines for the
change process in place.
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Organization Structure and Auditors

Old Paradigm
Business )
Auditor]i] Business Process
Focus ;
Approaching to Integrateld Audit
Infrastructure
Technical
Auditor |} H 500"
Focus 5 | oo - 5
|TAUdItOI'S NIRRRRNRENRNIRNNNNREEN]

Source: Frank Swatz, The Hartford Insurance Co.
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Approach to Integrated Auditing & Fraud Audit

Business ]

Auditor Business Process

Focus .

Technical Focus
Inte_grated catio Business Focus
Audit Focus
Infrastructure
Technical —
Auditor. ﬂ —
Focus 5 | = o o g

|TAUdIt0rS HIERREERRRRRIRREEAEEN

&8

Source: Frank Swatz, The Hartford Insurance Co.



Integrated Auditing and Understanding

Financial / Operational / Applications / General
IT / Technical IT

Financial/Business Auditor

IT Auditor

A
v
v

A
I
I
I
I
|
|
I
|
I
|
|
I

A

v

Integrated Auditing

A
v

Merging of IT-. Finance and Operations Auditors
¢ IT Auditors need to know the business-

¢ Financial/Operations Auditors need to know the
systems.

34




ERP Perspective and Integrated Management / Audit by Regulators and Operators

A19819 52UVIIU ERP
dsl Y o 9
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CG / IT Governance — ITG / CobiT "Control Practices”

Information
O iteria

O

Buso',iness Requirements

Business

process to
Business
goals ®
O E
f =
(=]
o 2 £ 37
S E £
£ 2
=
o
o
o
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Detection

quanf tip-offs

» Refusal to take vacation or sick leave

« Sigrifican #érsnnal debt and credit problems

'n gqg anges - These may be an indication of drugs, alcohol, gambling, or just
fear of losing the job

* High employee turnover, especially in those areas which are more vulnerable to fraud
* Lack of segregation of duties in a vulnerable area

* Employee lifestyle changes: expensive cars, jewelry, homes, clothes

* Management decisions are dominated by an individual or small group.
* Managers display significant disrespect for regulatory bodies

« Policies and procedures are not documented or enforced.

http://www.slideshare.net/donsquire/presentation-on-fraud-prevention-detection-control



Fraud

Prevention,
Detection &

Control.




"Fight fire with-fire"
= techr‘u:rl:::-!iy dr'ir_ B responsse to fraud
asls ki o _—

Frawd riskc
FEE SR SO e e

Fraasct
detection

Figure T: the fowur pillar=s of managing fraud risk

http://www.acl.com/2016/06/fight-fire-with-fire-a-technology-driven-response-to-fraud/



Fraud prevention and detection

Optimize the Fraud Detection System

Customer Risk and Value

http://businessdataminers.com/products/products.htm



Fraud prevention and detection

Multiple Variable Predictive Model vs.
Rule Based Fraud Detection The Goal of Fraud Prevention:

Tetal§ Of UIACKS DIPOUID 1 Lagt 7 Dy Minimize the Total Cost
¢

= Fryud L &5

~ Opportunty Lovs
Oparation Cot

= Tolal Coat

oSt

..a-""'fﬁi- :

Numberaf Chacks Duposid nLaaf 7 Daya % of Actounts Placad On Hold

http://businessdataminers.com/products/products.htm



Fraud prevention and detection and Analytical Discovery

Figure 4—The IEM WViewpoint of Cribeal Counterfraud GCapabilities
Operational Disruption

Policies
Security and

- ® Rules

Detect Respond

- Detect frawd within a Take action in real L
Predict and business process. time—when Disrupt and
Protect ===, it matters. Defeat

>

Investigate Discover

Confirm fraud for Find fraud within
! prosecution, the data.

e S recovery, rules and
watch lists.

Prosecute and | Vv e
Recover . = Apply
Enterprise Applications

Data

Analytical Discovery

Sounce: © 2014 188 Corp. Reprinbed with permission,

http://www.isaca.org/Journal/archives/2014/Volume-5/Pages/Manage-What-You-Know-and-What-You-Do-Not-Know-A-Road-Map-to-Managing-Enterprise-Fraud-Risk.aspx



Enterprise Principles, Enablers- Cultures and Ethics- Counter and Defeat

Figure 3—The IEM Viewpoint of Enterprise Fraud Risk Management Framework

Enterprise Principles, Culture and Ethics

. Dn.ﬂtl ! |Ic|l.l dufent |rdrl actons in real tme
I 3 e fraud event

ate suspected f rqn.

Source: © 2014 1BM Corp. Repeinted with permission,




The Adaptive Security Architecture

Proactive Exposure Harden and Isolate
Assessment :Systems

Predict Divert Prevent
Predict Attacks Attackers
Baseline ' : - Prevent
Systems %DO":;?D‘:.?#; Incidents
d
Remediate/ & An:{}tics = Detect

Make Change Incidents

Design/Model - Confirm
change i and Prioritize

Res _ Investigate/F  Contain
orensics Incidents

Gartner

enterprises buy too much threat prevention and not enough detection and response technology.

http://searchsecurity.techtarget.com/news/2240223269/0n-prevention-vs-detection-Gartner-says-to-rebalance-purchasing




Enterprise Principles, Enablers- Cultures and Ethics- Counter and Defeat

Antifraud Programs and Controls.(CRIME)

=Tone at the top = Identify fraud
* Code of - risk factors,
Conduct/Ethics — fraud risks and

« Whistleblower
Hotline

fraud schemes

Creating
a Control

Environment

Perfoerming!

+ Monitoring A BT RE R Fraud: Risk

eﬁeﬂ;ﬁ e o — Assessments
of antifraud — {

programs
and controls

Sharing Designing and

infonmaton and Implementing
+ Effective Eomimunication Antifraud \~\.

communication Aﬁiﬂ%ﬂs . !_ink: or map

of antifraud identified fraud
programs and risks to control
controls activities

http://www.slideshare.net/donsquire/presentation-on-fraud-prevention-detection-control



Enterprise Principles, Enablers- Cultures and Ethics- Counter and Defeat

External F/S Audit — 1 80,1%
Code of Conduct | ' ' = 78.0%
Management F/'S Certification _* 68 5%
Internal Audit Department i ] 68 4%

Independent Audit Committee |

Employee Support Programs |

Hotline

Management Fraud Training

Emplovee Fraud Training
Anti-Fraud Policy

Formal Fraud Risk Assessments |

Surprise Audits 1

0% 25% 50% 75% 100%

% of Cases

External Audit of ICOFR | 67.3%
Management Review | 60,5%

Anti-Fraud Control

75

http://slideplayer.com/slide/2372757/



Monitoring for Behavior Audit

and

Integrated Management / Controls



Monitoring Solution for Mgmt./ Control and Behavior Audit

Queue Analyzer tool / Programme
Session Analyzer Event Analyzer
Business
Event
Tool =
Switch Sensor ‘
Screen Backlog Actit;ns
Recording Events Repository
3270 / 5250
A
Session Reports @
Reconstruction 7

source : Intellin



Pain points and Business Event

Royal Credit T
ool
> Analyzer
Enter-PF1---PF2-- .
Help Value Business Event

Status: End

Data: INFORMATION
1 UserlID: BartM
2 John D 7 : Search Customer Name: “John Doe”
::El_f'l_tF!r'l-IEIF_'L Account Number Displayed: “25383-11"

Customer Name Displayed: “John Doe”

Royal Credit
Account Details

Save Data and Get
User Current Count <« _—
and Total Average e

:

If Count > Average * 2

l No Yes J' @

No Action Send email

v

source : Intellin



Architecture Roadmap and Risk Management

Switch

source : Intellin

Queue

.

Screen
Based
Channel

Queue

L

HTTP
Channel

MQ

Channel

API
Channel

Screen
Audit events

HTTP request /
response
Audit events

MQPUT/MQGET
Audit events

Message Audit
events

Business
Event
Detection

Business
Event
Detection

Business
vent
Detection

Business
vent
Detection

Business
Event

Business
Event

Business
Event

Business

Business
Event
Detection

Event

g Business
Event




COBITS5 /GEIT > Value Creation -> EDM ->Dashboard

Increase Shareholder Value

Financial

Perspective PRODUCTIVITY STRATEGY

REVENUE GROWTH STRATEGY

Increase Asset Enhance Expand Revenue
Utilization Customer Value pportunities

CUSTOMER VALUE PROPOSITION
Customer
Perspective Availability @

PRODUCT/SERVICE ATTRIBUTES RELATIONSHIP

Partnership

Intenal Operations Management Customer Management Regulatory & Social
nema
I’erspecli\'e Processes that produce Processes that enhance Processes that create
and deliver products customer value new products and communities and the
and services services environment
CREATING y 5%& CREATING
ALIGNMENT READINESS
Strategic Job Organization
___________________________ s N o
Leaming :
Growth # Skills & Cultre 4 Alignment

Traini Leadershi
:mmign = P ‘Imll.uKlahplan & Norton 2004



whistichblowing

AUNIFUWAILLNZIE NTYATH



~ Automatically detect the Red Flags
& Business Rules

‘ The Paradigm Shift from
| Transaction Tracking

to

“Real- Life” Behavior tracking

®
O

GRC
Understanding
Source: www.itgthailand.com >4




AIBENLNENNUFIU UN91l92n9 / FyawBiausia(Red Flag)
AU N1SWAILLNSWA N15NA5A [ Whistleblowing ]

a wa a o
]

HNTARNALNUBDTIUIR

*  UNFUUNNUYTND

* dsEnisunlaninndadng

. anuﬂyumﬂmﬂﬁﬁ'aélﬁﬁmﬁu

. wumﬁuummauwuﬁﬂuanu dnndn SluRiAws
. mqwamﬁmﬂuugzyaﬂu

*  aaauliAnedise /0D &9

o Anflaldes viadldanagenining

*  ANE9INLUEN F15UURLAY HAlnA

(L™ 1

* andiTgninng Tnaany LL‘LI‘LI‘V\l’ﬂ%&Iﬁ’]ﬂﬂ.J bYW passbook, cashier
cheque

Source: www.itgthailand.com 55



AADENY mewuﬁmmqﬂﬁvmﬁ/ U ULARUNEY (Red Flag) @)

* mssaNEIUIAUuITiuNsayNs UJUmeu wazsianudiantaly
UAAR LAYINY (A1A NITHLIALENULIN)

* msiszidiunaliiinaana

* N5UANIRTFIUIUNITNATUINANULALTATINIG

* AEmsUfiiBeunlidaaunazduay

¢ MFIANERALUAAsSTINEIAIAMNYNABIIRINIsIUTINgIENNTUAL
FILNTUFN °]

* N1521AN5TRINUALANTWERY LATNSNEINTRENLNLINE

* NIFAIANITTEURUINANNSURATAUNTALAY

° ++++++++4+

Source: www.itgthailand.com 56



lanaitlataenasn nu Whistleblowing

* FAUNANUIN INTALAY
=" -" a wna [~ -V ¢ @

o "I,uu@uamﬁﬂgumqul,ﬂumzlanmmaﬂm
* meastnd waznisiunnlinsunIu

o oy (~3 [~4
* YNIIUAULALI LLALHSA
*  AIANITUYULILUY
* yleuanIsUARRDAULE

* nFIANANRINTALAY

¢ grUUNITNIENULD ﬂ‘lﬁ:lL‘Vi&l']gﬂ&l

* sz11N155189U N AL Us 18NS NRALNE ATRAATN

&
® AU+ttt

Source: www.itgthailand.com
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Whistleblowing & Business Rules for Business Control

Business rule is a statement that defines or constrains some aspect of the business.
It is intended to assert business structure or to control or influence the behavior of the business.
Individual business rules that describe the same facet of an enterprise are usually arranged

into business rule-sets.
Business rules describe the operations, definitions and constraints that apply

to an organization in achieving its goals.

For example a business rule might state that no credit check is to be performed on return
customers.t+

Others could define a tenant in terms of solvency or list preferred suppliers and supply

schedules.+++

These rules are then used to help the organization to better achieve goals,

communicate among principals and agents, communicate between the organization and interested
third parties, demonstrate fulfillment of legal obligations, operate more efficiently, automate

operations, perform analysis on current practices, etc 53



Example of

Business Rules / Banking

59



24

n1sfinuuaaula (business rules) WUFIULNANITARANNNANTTH

1. A71%5U52UU Core Banking (internal fraud)

s FIENISNUNRIFEY

— ngdniszan uardnisnauaan lag teller AULAZINY

— N19YIN918INNS reverse §18N1S

— msulasunilasussiauusyagiin

— mgvdin/lau [WNTuT 199WinY BasaInYingIanIsnay
— nsenlau wuusauag (back date)

— manauﬁumnﬁaﬁﬁmﬁ%@ﬂ'@%

w QU

— nmsulasuuilasielind aaignd Adndauns

www.itgthailand.com °°



NNSNIRUALNBU LY (business rules) tNBNNSAARANN
1. §115US=UU Core Banking (sa)

“I 1 (- >4 1
* FI1ENITNUNFIFE (D)
— N19Y1918N19 ENLAN misc code A9 LALA 17(FINnB), 18(TIUNNTIN)
19 (ANAFINNNENSNE) LAINDWRURAN
— N19YIN918N19UNLAN (reverse)
q‘ ﬁ [13 H ” “ [13 H 7 ¥ a
— nstdasuudasgaruzida a1n “paid” 11w “unpaid” LA DBULIUDAN
P= ca a’
— nstdaguudasgarunisaianmaanti

— NM9LNN visaanmantile accrued

— N19DAUNUIINLTN inactive

. . 61
www.itgthailand.com



n1sNInuALIaulal (business rules)
1. §91%45U521L Core Banking (sia)

e nglaUiiRmNTzIieL

— ﬂ"l‘l/ﬁ‘l.lﬂﬂ"ll’]ﬁlﬂﬂ‘l/lLﬂﬂ‘l’nﬂ’]?dlu?u‘lﬂﬂﬂ n195ueln/
0a1/lay NUNEUNNIUUR

— N1991918N19 WsaLllalnsEuUUantIaninnis

— N5 LNYIN518N15 sign off TUEAIWN

 www.itgthailand.com
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n1sNInuALIaulal (business rules)
2. A7U5USZUL Internet Banking (external fraud)

® F1aANISNUIRIAE]

— N15YINS1ENITEISSINUNDDD LLUULANIAY UTDLANINULATINUAR
g 9

— ANATUANEAUNNITNNIFIENITHIANNLATAILALINY

¥

— QNAIANTS sign on LANTTUL AINUANE uAsasnlaiinazatly s

MEIINU

o—

— {N1SVINS18NISNIRINANLsELNA

— AN URUINL LA UAIEATILUIULAED

www.itgthailand.com v



n1sNInuALIaulal (business rules)

2. 8115U52 UL Internet Banking  (518)
* sanNINUNFIRE (AD)

— NM5Y1N918N158NAT KOL IpadiAsanglaanting ATM
o = 1 . ~ 1 v
UANE U5 Warin1sAaadld pin no Nldgnsaaq

o =y p="] a
— N19N1918N19H12IN |P address m‘mﬂ%‘mmﬂu black
list

— LWAZANNIN +++++

64
www.itgthailand.com
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Fiduciary Duty
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Directives Leadership

Functional Perspective

Focus on Next Quarter’s Result
Compliance with Regulation
Product & Service Driven
Response in Time Allotted

Focus on Bottom Line

Suppliers and Unions as Adversaries
Meet Standard or Status Quo

Management by Intuition
Employees Follow Procedures

= L S

— S

GOOD ORGANIZATION GREAT ORGANIZATION

Visionary Leadership

Systems Perspective

Focus on the Future

Social Responsibility

Customer Driven Excellence

Agility

Focus on Results and Creating Value
Valuing Employees and Partners
Organizational and Personal Learning

Management by Fact
Managing for Innovation
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MIVIHNITANNALININNTNIIA AMNUUING COSO

COSO Overview — Internal Control

INTERNAL CONTROL — 2 .
INTEGRATED FRAMEWORK Pty bt il

vl e - Ercamtes Sy

» Executive Summary

» Framework

» Reporting to Extemnal Parties
ssssssssss

» Addendum to
“Reporting to External Parties”
May 1434

uuuuuuuuuuuuuuu

1992

wng17 Usznaulungdl wanludanuns

Guidance on Mentoring
Internal Control Systems
dana | k'

Velarsa | 1 Gadunss

2009

marenl Cuepiren = sapumegind Flamysae

Freewew® wd dneredim

2013



Questions?
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Update expected to increase ease of
use and broaden application

What is not changing...

» Core definition of internal control

« Three categories of objectives and
five components of internal control

« Each of the five components of
internal control are required for
effective internal control

» Important role of judgment in
designing, implementing and
conducting internal control, and in
assessing its effectiveness

What is changing...

« Changes in business and operating
environments considered

» Operations and reporting objectives
expanded

« Fundamental concepts underlying
five components articulated as
principles

« Additional approaches and
examples relevant to operations,
compliance, and non-financial
reporting objectives added




Update considers changes in business and operating environments

Environments changes... ...have driven Framework updates

Expectations for governance oversight

Globalization of markets and operations

Changes and greater complexity in business

Demands and complexities in laws, rules,
regulations, and standards

Expectations for competencies and
accou nt abllltl es fnformation & Commurication "

Use of, and reliance on, evolving technologies Monitoring Actiyities

Expectations relating to preventing
and detecting fraud

COSO Cube (2013 Edition)




Update articulates principles of
effective internal control

Specifies suitable objectives

Identifies and analyzes risk

Assesses fraud risk

Identifies and analyzes significant change

Risk Assessment

. Selects and develops control activities
. Selects and develops general controls over technology
. Deploys through policies and procedures

Control Activities

Information &
Communication

. Uses relevant information
. Communicates internally
. Communicates externally

. Conducts ongoing and/or separate evaluations

i1 |

Monitoring Activities

. Evaluates and communicates deficiencies



Update articulates principles of effective
internal control (continued)




Update articulates principles of effective
internal control (continued)

Risk Assessment

. The organization specifies objectives with

sufficient clarity to enable the identification and
assessment of risks relating to objectives.

. The organization identifies risks to the

achievement of its objectives across the entity
and analyzes risks as a basis for determining
how the risks should be managed.

. The organization identifies and assesses
changes that could significantly impact the
system of internal control.




Update articulates principles of effective
internal control (continued)

Control Activities 10. The organization selects and develops control

activities that contribute to the mitigation of risks
to the achievement of objectives to acceptable
levels.

11. The organization selects and develops general

control activities over technology to support the
achievement of objectives.

. The organization deploys control activities
through policies that establish what is expected
and procedures that put policies into place.




Update articulates principles of effective
internal control (continued)

Information & 13. The organization obtains or generates and
Communication uses relevant, quality information to

support the functioning of internal control.

14. The organization internally communicates
information, including objectives and
responsibilities for internal control, necessary to
support the functioning of internal control.

15. The organization communicates with external
parties regarding matters affecting the
functioning of internal control.




Update articulates principles of effective
internal control (continued)

Monitoring Activities 16. The organization selects, develops, and performs
ongoing and/or separate evaluations to ascertain
whether the components of internal control are
present and functioning.

17.The organization evaluates and

communicates internal control deficiencies
in a timely manner to those parties
responsible for taking corrective action,
including senior management and the board
of directors, as appropriate.




Update clarifies requirements for
effective internal control

Effective internal control provides reasonable assurance
regarding the achievement of objectives and requires that:

— Each component and each relevant principle is present and
functioning

— The five components are operating together in an integrated manner

Each principle is suitable to all entities; all principles are presumed relevant
except in rare situations where management determines that a principle is
not relevant to a component (e.g., governance, technology)

Components operate together when all components are present and

functioning and internal control deficiencies aggregated across components
do not result in one or more major deficiencies

A major deficiency represents an internal control deficiency or combination
thereof that severely reduces the likelihood that an entity can achieve its

objectives



Update describes important
characteristics of principles, e.g.,

* Points of focus may not be suitable or relevant, and others may be identified
* Points of focus may facilitate designing, implementing, and conducting internal control
* Thereis no requirement to separately assess whether points of focus are in place



Update describes the role of controls
to effect principles

 The Framework does not prescribe controls to be selected,
developed, and deployed for effective internal control

e An organization’s selection of controls to effect relevant principles

and associated components is a function of management judgment
based on factors unique to the entity

* A major deficiency in a component or principle cannot be
mitigated to an acceptable level by the presence and
functioning of other components and principles

 However, understanding and considering how controls effect
multiple principles can provide persuasive evidence supporting
management’s assessment of whether components and relevant
principles are present and functioning



Update describes how various controls
effect principles, e.g.,

Component

Principle

Controls
embedded in
other
components
may effect this
principle

Control Environment

1. The organization demonstrates a commitment to integrity and

ethical values.

Human Resources
review employees’
confirmations to
assess whether
standards of conduct
are understood and
adhered to by staff
across the entity

Control Environment

Management obtains
and reviews data
and information
underlying potential
deviations captured
in whistleblower hot-
line to assess quality
of information
Information &
Communication

Internal Audit
separately evaluates
Control Environment,
considering
employee behaviors
and whistleblower
hotline results and
reports thereon

Monitoring Activities



An Integrated Approach To Governance, Risk &

Compliance

Stakeholder Expectations

K_ey‘liL-kagg Setting objectives, tone, policies, risk appetite

Objectives & and accountabilities. Monitoring performance.

Risk Appetite

Key linkage Identifying and assessing risks that may affect the ability to

Risk Response achieve objectives and determining risk response strategies

& Control and control activities.

Activities
Operating in accordance with objectives and ensuring
adherence with laws and regulations, internal policies and
procedures, and stakeholder commitments.

Policies Procedures Processes/system People || Tools &Technologies




COBIT 5 for Regulators and Operators
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COBIT 5 for Regulators and Operators
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Questions?

Vinunsanudadaaiu dmdunisfinng nseunisalivanuniegsia dusunisinduguauaznisiEuisled szduesdns / GEIT —
Governance of Enterprise IT
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